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SUMMARY

The article discloses the age requirements for the legality of processing personal data. It is concluded, that the current wording
of Article 8 GDPR will lead to significant inconsistencies in practice. An analysis of the content of information provided to
children is carried out. It is proposed to establish a relationship between the child’s right to access the Internet and the right
to protection of personal data. Web sites that contain violent content should have limited access through registration. During
registration the age of the person should be checked using online technologies. In the case of a registration of a person under the
age of 18, companies must request the consent from the parents for child’s registration and processing of personal data, or evidence
of child’s emancipation.
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TEHEPAJIBHUM PEIVIAMEHT €C I1OJIO 3AXACTY MMEPCOHAJIBHUX TAHUX CTOCOBHO JITEM:
CPOEPA 3ACTOCYBAHHA

Crozanna IIYPKARY,
KaHIUIaT FOPUINIHAX HAYK, TOICHT,
JIONEHT Kadepu MKHAPOIHOTO TpaBa Ta MOPIBHILHOTO MPaBO3HABCTBA
M1iKHAPOHOTO I'YMaHITAPHOTO YHIBEPCUTETY

AHOTAILIA
VY cTaTTi pO3KPUBAIOTHCS BUMOTH 10 BiKy ILI0J0 3aKOHHOCTI 0OpOOKM MEPCOHATIBHUX JaHUX. 3po0JICeHO BUCHOBOK, L0 YMH-
Ha pejakiis crarTi 8§ PermaMeHTy mpH3Belie 10 3HAYHUX CYyINepeuHocTeil Ha npakTuii. [IpoBeeHo aHami3 3MicTy iHpOopMaIlii,
IO HAJA€ThCS AITAM. [IpomnoHyeThCs BCTAHOBUTH 3B’SI30K MiXK MPaBOM AUTHHM Ha JOCTYI O IHTepHETy Ta ImpaBOM Ha 3aXHCT
HEepPCOHANBHUX JaHMX. BeO-caliTh, sIKi MICTATH HACHIBHHUIBKHI BMICT, MyCSTh MaTH OOMEXKEHHI JOCTYII Yepe3 peecTparlilo.
ITin yac peectpariii Bik JIFOJUHHU CIIiJT TIEPEBIPATH 3a JIOTIOMOTOK OHJIAWHOBUX TEXHOJIOTIH. Y pasi peectpallii 0COOM MOJIOIIE
18 pokiB kOMMaHii MalOTh BUMaraTu Bijl 0aTbKiB 3ro[y Ha PEECTPALilo IUTUHU Ta 0OPOOKY MEPCOHATIBHUX AAHUX 200 TOKYMEHT

Ipo eMaHCI/IHaHiIO JUTUHH.

Kuarouosi cioBa: ocobucti nani, [eHepanpHmii permameHT €C 100 3aXUCTy MEPCOHAIBHHUX JaHUX, JUTHHA, 3roja,

Mi)chapo;(He IpaBo, €Bp0HeﬁCBKe ImpaBo, aMCpPUKaHCBHKE IIPaBo.

Statement of the problem. Society in a network world
is not restricted with any boundaries. This fact has both posi-
tive and negative aspects. On the one hand, the absence of any
boundaries intensifies the processes of human development, be-
cause since 1969, when the special network, named ARPANET
[1], was founded and became the prototype of the modern In-
ternet, humanity got the opportunity to obtain information from
any source, to communicate, to develop any projects, to use
the copyright objects, etc. On the other hand, boundlessness
of the Internet created the background for numerous legal vi-
olations, which constitute challenges not only for individual
national legal systems, but also for European and international
law in general. Illegal personal data processing is one of such
violations.

The relevance of the research topic is confirmed by
the degree of non-disclosure of the general data protection reg-
ulation in the EU in relation to children.

Status of research. Scientific analysis of the problems
of the age requirements for the legality of processing personal
data is carried out by many foreign scientists. Among them it
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is necessary to name Dorde Krivokapic and Jelena Adamovic,
Irene Kamara and Joseph Carr.

The Object and Purpose of the Article is the study
of the scope application of general data protection regulation in
the EU in relation to children.

Presentation of the main material. In May 2018 Regulation
(EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection
Regulation) enter into the force. It is the first time, when the norms
of direct action, which establish the protection of personal data
of children, were established by the GDPR on the territory of Mem-
ber States. A characteristic feature of legal regulation of person-
al data protection in the EU is equal status of children and adults,
which is manifested in the absence of a separate legal act of the pro-
tection of children’s rights online (compared, for example, with
the United States, where the Act of the protection of children priva-
cy online (COPPA) was adopted in 1998), and in the same defini-
tion of their rights regarding the personal data processing.
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However, the GDPR contains norms, addressed direct-
ly to children. Particularly, according to the part 1 of Article
8 of the GDPR processing of personal data is considered to be
legal in case of having the consent of a child, who is 16 years
old. In cases with individuals, aged less than 16 years, it is nec-
essary to obtain the consent of a child’s parents or persons with
parental responsibility in order to make data processing legal.
Deviating from the general norms in Paragraph 2 of Part 1
of Article 8, European lawmaker provided an opportunity for
states to set a lower age limit, but not crossing the threshold
level of 13 years’ age [2].

Thus, the national legislation of Member States of the EU
must set the requirement to obtain parents’ or guardians’ con-
sent for the legitimacy of data processing of children, aged
13 to 16 years. Moreover, such a flexible approach to determin-
ing the age limit produces many legal collapses.

At first, the age requirements of the GDPR do not corre-
spond with the Basic international law in the sphere of pro-
tection of the children rights — the Convention on the rights
of'the child (hereinafter — the Convention). Particularly, accord-
ing to Article 1 of the Convention a child means every human,
being below the age of 18 years old, if under the law, applica-
ble to the person, he/she doesn’t reach adulthood earlier. Thus,
the analysis of legal norms of the Convention and the GDPR
gives the opportunity to state the following legal assessment:
1. The norms of law of the EU contradicts international law;
2. This contradiction generates two streams of the legal require-
ments for children personal data processing: 18 year age limit
is to be applied to all norms, that contain mention of a child.
Article 8 has a separate legal regime: it is applied to children
under the age of 13—16 years. This duality of the rules regard-
ing children may potentially cause some misunderstandings
and misuse of the GDPR. [3] I’d like to draw your attention
to the spirit of the GDPR, that does not foresee the dual le-
gal regulation of the processing of personal data for children,
and the possibility for minors to provide their own consent to
the processing of personal data can be explained as follows.

Theoretically substantiate of the age requirement that set
in the GDPR depends from the establishing for which law this
age applies. The resolution of this issue is peculiar in the EU
law, since the Charter of Fundamental Rights of the European
Union (the Charter) provides the right to protection of personal
data as a distinct right that is not covered by the right of respect
for private life. So, Article 7 says that everyone has the right
to respect for his private life. Article 8 establishes the right to
protection of personal data. A slightly different approach is pro-
vided in the Convention on the Rights of the Child (Article 16)
and the Convention on the Protection of Human Rights and Fun-
damental Freedoms (Article 8): the right to protection of per-
sonal data is not allocated as a distinct right, but it is considered
within the framework of the right to respect for private life.

In spite of the poly-mediation of the definition of the right
to protection of personal data and the right to respect for private
life, both of these rights are non-property rights that are regu-
lated by civil law in the countries of the continental legal fam-
ily, respectively, the question of the age-old ability to exercise
these rights must be decided on the basis of civil law.

On E.O. Khariton’s opinion, right to respect for private life
is an element of legal capacity [4]. The dynamic and static the-
ories distinguish the legal content of legal capacity in the theo-
ry of civil law. In accordance with the dynamic theory, the con-
tent of legal capacity depends not only on its state recognition,
but also on what specific rights has a legal person, and in which
relations with other actors person actually resides [5].

According to the static theory, the content of legal capacity
is entirely dependent on its state recognition. It doesn’t depend
on the relations of its carrier with other persons. In relations
with other actors, specific powers and responsibilities are
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formed, the composition of which does not really remain un-
changed for each individual legal person. But legal capacity is
not specific right or responsibility, but an abstract and general
precondition of their possession.

Given the fact that the right to protection of personal data is
clearly regulated by a legal act, the static theory of legal capac-
ity seems more appropriate. Accordingly, the right to protect
personal data as an element of legal capacity abstractly aris-
es from the moment of birth. Parents have particular powers
of the subject of personal data until the child reaches the appro-
priate age (13—16 years).

A minor is empowered to exercise the right to protection
of personal data when reaching a certain age. Similarly, for
example, the right to a name is regulated, which arises from
the moment of birth. Initially, it is carried out by parents — they
register the newborn. The subsequent name change has certain
age limits: for example, under Article 61-2 of the French Civil
Code, parents may change the name of the child from 13 years
old only with his/her consent [6]. From 16 years of age a minor
can change her/his name on their own mind.

The coverage of the age limit for consenting to the process-
ing of personal data through the prism of defining the legal na-
ture of the right to the protection of personal data as an element
of legal capacity allows us to state the absence of two legal
flows, as indicated by Helen Costa and Milda Matsenayt. By
setting the age of consent, the state thereby distributes the pow-
ers of the right to protection of personal data between parents
and children, which are the only legal field (without graduation
of rights based on age, as suggested by the scholars).

Thus, before reaching the relevant age (13—-16 years)
the right to protection of personal data (right to be forgotten,
the right to access personal data, the right to amend, the right
to restrict processing, the right to data portability, the right to
object, etc.) belong to parents (guardians or other lawful repre-
sentatives). From the moment of age, established by the state
for granting consent, the juvenile independently carries out
the foreseen powers.

Based on the foregoing, it can be stated that the GDPR does
not contradict the Convention on the Rights of the Child on
the definition of the age limits of childhood, since the General
Regulations do not speak about who is a child, but only estab-
lishes the peculiarities of the realization of such non-property
rights as the right to protection of personal data.

In addition, peculiarities of national legislation of EU
Member States regarding the emancipation of juveniles were
not taken into account during the development of the GDPR.
For example, in Lithuania or Estonia juvenile may be emanci-
pated, when they are 15 years, on the basis of a court resolu-
tion. For girls the age of emancipation can be less than 15 years
in the case of pregnancy [7]. Based on the fact, that due to
emancipation the young person gets full capacity, 16 age lim-
it regarding consent for personal data processing contradicts
the content of the category “capacity”, and therefore the article
requires clarification in this part.

Secondly, Article 8 of the GDPR brings an inconsistency
among Member States in the European digital environment
[8]. Particularly, the following question appears: if one state
sets the requirement to get the parents’ consent for the personal
data processing at 13 years age, and another one sets the same
requirement at 16 years’ age, will the consent, given by per-
sons over 13 year age, be valid in this another state? In addi-
tion, as according to the Article 3 of the Regulation it may be
applied to enterprises, which are established or having domi-
cile outside the territory of the EU, but offer services or goods
to EU citizens, there is the incompatibility of the requirements
of the GDPR with the American COPPA. Thus, according to
the Article 1 of COPPA a child is a person under 13 years’ age
[9]. The relevant position of the USA compared with the EU
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does not violate the norms of international law, because the USA
is one of the three countries, which still has not signed the Con-
vention on the rights of the child. The fact of “non-signing”
of the Convention tells of open disregard of the international
standards in the sphere of children rights protection by the Unit-
ed States of America. Accordingly, U.S. companies will require
consent only from parents, whose children have not reached
13 years’ age, what will determine inconsistency of its activity
to the higher age requirements of European countries.

From the point of view of practical implementation of this
provision, there may be some difficulties in checking of the age
of the person, who registers or provides information. Existing
web sites and services usually determine the minimum age
(at least 16 or 18 years) in the information field of services
using. In the graph “The terms and conditions of use” is pre-
scribed: users should be aware, that in case of use of the ser-
vices they are not less than 16 years for all third parties [10].
Before GDPR’s entry into the force such privacy policy was
generally acceptable. Further improvement of the mechanism
of children rights online protection requires mandatory meas-
ures of verification of the person during registration, especially
as to child’s access to “adult” sites. Due to the above-men-
tioned, it is necessary to find out to which online content the re-
quirement of parents’ consent providing for the child’s personal
data processing is applied.

A literal interpretation of Article 8 of the GDPR indicates
that parents’ consent is required only in respect of offers of in-
formation society services directly to a child.

According to the Article 2 (a) of Directive 2000/31/
EC of the European Parliament and of the Council of 8 June
2000 on certain legal aspects of information society services, in
particular electronic commerce, in the Internal Market, the in-
formation society service is any paid service, that is provided
remotely using electronic means and upon individual request
[11]. If to use this definition of information society services,
the scope of applying of the requirement of parents’ consent
providing is limited. Particularly, consent is required only when
paid services are provided, based on what the personal data pro-
cessing in social networks, while receiving personal data from
web sites, that provide free services, remains outside the scope
of the Regulation, and accordingly, child’s personal data
would remain unprotected. However, systematic interpretation
of the GDPR testifies, that the developers of the Regulation have
expanded the concept of “information society service”. Thus,
Article 3 refers to the expansion of the GDPR rules for all opera-
tions, related to the offer of goods or services, regardless of pay-
ment. Of course, the ambiguity of these EU legal acts generates
multi interpretation for category “information society service”.

The GDPR contains direct regulations of a restrictive nature,
which will influence negatively on the state of children personal
data protection. Article 2 of the Regulation provides the extension
of its provisions only to the personal data processing totally or
partially with automated means of data processing. The GDPR
left out the data processing, which occurs outside of an automated
system, — in case of social networks or non-skilled users. [2]

In this context, one of COPPA’s rules may attract the at-
tention. According to Article 4 information about the child can
be obtained from the web site or online service, dedicated to
children, through the home page of the web site; preferential
service; electronic mail; ads web site or in chat. [9] This Arti-
cle has double restrictive meaning compared with the GDPR.
At first, the American legislator has limited the effect of norma-
tive rules with indication on the direction of web sites — they
contain information and provide services, dedicated just for
children. It means that, for example, the requirement of par-
ents’ consent does not apply for scientific and educational sites.
Secondly, the completeness of the Internet sources list of infor-
mation about a child limits the cases of its application.
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Conclusions. Thus, age limits for the consent providing
for personal data processing require some refinement. With
the purpose of bringing into line with the normative provisions
of the Convention on the rights of the child, it is necessary to set
18 years’ age to provide independent consent for personal data
processing, except the cases of emancipation of juveniles, pro-
vided for by laws of states. The 18 year age limit will contribute
to establishing of additional guarantees regarding the limitation
and control of children access to web sites, which contains infor-
mation of a sexual or violent nature, by parents. Information soci-
ety service is any paid or free service, which is provided remote-
ly via electronic means and upon individual request. Depending
on the type (content) provided services should be classified into:
1) services, provided with verification of the person registering;
2) services, that do not require verification of the person register-
ing. Such cooperation of protective measures regarding the re-
alization of the right of access to the Internet and the right for
personal data protection will provide an effective mechanism for
their realization taking into account network threats.
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